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Abstract: Aiming at the problems of key management, ciphertext retrieval and dependence on trusted third party, a
blockchain-based certificateless signcryption scheme with equality test for wireless body area network is proposed. The cer-
tificateless signcryption solves the problem of key escrow and ensures the confidentiality and authentication of medical da-
ta. Meanwhile, the equality test technology is used to retrieve the medical ciphertext, which reduces the computational cost
of data users to decrypt duplicate data. In addition, blockchain and smart contract are used to eliminate the dependence of
trusted cloud servers. The fog nodes perform part of the decryption computation, which reduces the computation overhead
of data users. Furthermore, the proposed scheme is proved to achieve one-way based on the computational Diffie-Hellman
problem under the random oracle model. Compared with the similar schemes, the proposed scheme supports more security
properties and has lower computational overhead.
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